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INTRODUCTION

Intended Audience

This quick guide is intended for Employers, Attorneys and Agents and their representatives using the
PERM system.

Purpose and Benefits

To enhance PERM Online System security OFLC has upgraded the Account Management features to be
consistent with DOL and Federal Government standards. These enhancements include:

Feature Description
Stronger Passwords Enforces length, complexity and reuse of passwords
Password Expiration Requires a new password every 90 days

This guide is a quick overview of the account management changes.

What This Means for You

e You are required to change your password within 90 days of the previous change. PERM system
will send you reminder emails as your password ages. You may reset your password on the
Login Information Tab on the My Account Page any time prior to password expiration.

¢ Passwords need to meet certain criteria to be valid. This includes password length (8 to 15
characters), using special characters, including upper and lower case letter(s), having least one
number and you cannot reuse a password that has been used in the previous 12 passwords.

o If your password expires, you will be required to re-activate your account by identifying yourself,
selecting your secret question and providing the correct answer. After correctly answering your
secret question, you will be emailed a temporary password to gain access to the system and
reset your password.

e You can always contact the PERM Help Desk (plc.help@dol.gov) and request your password be
reset, if you have difficulty resetting it yourself.
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FIRST TIME LOGIN

After the new PERM release, you will be required to update your account information.

1.

Login on the PERM Online System Home Page http://plc.doleta.gov.

HOME | FAZ | OMLINE HELF | PRIV

ETA Foreign Labor Certification

REGULATIONS | CERTIFICATIONS | WAGE INFO |

Permanent Online

ETA DOL OFLC Disclaimer Paperwork Reduction Act

Welcome to the Foreign Labor Certification

System

DOCUMENTS 1 CONTACT | FORM INSTRUCTIONS

Ifwou are a registered user, enter yvour

login infarmatian.

Username:l I
Password:l I

LOGIMN

Forgot your usernanme
andfor passwords

Expiration Date Processing Center Form ETA 9089

Please be sure you are using Adobe Acrobat
Reader 8.0 or higher to print the Form 90890. Use
the button below to get the latest version of

Acrobat Reader.

Figure 1. PERM Online System Home page

2. Upon successful login, the system navigates you to ‘Update User Password’ screen

3. Enter your old password (current/temporary password)

4. Enter New Password using password parameters provided

5. Re-enter the new password in Confirm Password field

6. Select a secret question from the dropdown

7. Enter a corresponding answer

8. Select update button to change password

Before you can access your account, you must enter your secret question and answer, and change the temporary
password assigned to you to a New Password. Your New Password must follow the password requirements listed
below. Be sure to enter a password that you can easily remember but cannot be easily guessed by anyone else.

Update User Password

Username:

to16permexts

Old Password:

Mew Password:
Confirm New Password:
Secret Question:

Secret Answer:

]
T 1
(I

1

1

Password must consist of:

- Betwesn 3 to 15 characters

- One uppercase letter
= One lowercase letter
= One number

- One special character

= Cannot be the same as previous password

| Update || Cancel |

Figure2. Update User Password Page
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CHANGE YOUR PASSWORD

You will need to change your password within 90 days of the last change. The PERM system will remind
you to update your password on 75" day, 80" day, 85" day, 88" day, 89" day and 90™ day by sending
Account Password Expiration Warning emails to your registered email and by displaying Password
Expiration Message with a reminder of last date of Password Expiration date. The message will also
provide you the options of Change Password button and Continue button. By selecting Change Password
button the system will allow you to update the account password. By selecting Continue button, the
system will allow you to continue work on the PERM system during existing login session.

Password Expiration Warning

Your passwaord is reaching expiration date (0501 75201 3). Please select 'Change Password' to update the
passward now, ar 'Caontinue’ to update it later

Continue ] [ Change Password

To update the account password, the account holder should follow these steps:

1. Login on the PERM Online System Home Page http://plc.doleta.gov

HOME | FAQ | CMLINE HELP | PRI

ETA Foreign Labor Certification

REGULATIONS | CERTIFICATIONS | WAGE INFO | DOCUMENTS | CONTACT | FORMINSTRUCTIONS

Ifyou are a registered user, enter your

Welcome to the Foreign Labor Certification —fogin imormation
Permanent Online System ';w“’d% e

andfor password?

ET DOL OFLC Disclaimer Paperwork Reduction Act Expiration Date Processing Center Form ETA 9089

About Permanent Online o Please be sure you are using Adobe Acrobat

Reader 8.0 or higher to print the Form 90890. Use
the button below to get the latest version of
Acrobat Reader.

Figure 4. PERM Online System Home Page
2. Select the “My Profile” tab
3. Select “Login Information” tab
4. Select checkbox to change password
5. Enter “Password” adhering to the password rules
6. Re- enter the new password in “Confirm Password” field

7. Select Save button
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USER INFORMATION

This is your login Information.

ETA Foreign Laber Certification

REGULATIONS | CERTIFICATIONS | WAGE INFO | DOCUMENTS | CONTACT | FORMINSTRUCTIONS

MY APPLICATIONS MY PROFILE

HOME | FAQ | ONLINE HELF | P

you would like to change it, make the appropriate changes and click 'Save' when complete. Click "Undo’ to undo any changes you make. Click 'Cancel' to return to your home page. Caution: If you

choose "Undo’ all the change(s) you have made to your profile will be reset to the previous data.

LocouT

Login

Usermname:

Password:

Confirm Password:

* |to16permexts

Select box to change uasswurdz

Password must consist of:

1. Between 8 io 15 characters

2. One uppercase letter

3. One lowercase letler

4. One number

5. One special character

6. Cannot be the same as previous 12 passwords

Figure 5. My Profile — Login Information Tab

UPDATING AN EXPIRED PASSWORD

When enhancement on Account Management is introduced to PERM, the PERM system will send

periodic email reminders as your password expiration date approaches. The password is considered

expired on the 91* day. If the password is not changed by the expiration date, you will be required to
reactivate your account on the next PERM login. To reactivate the account, the account holder should
follow these steps on the Reset Account page:

1.

When you enter Username and Expired Password on PERM Home page http://plc.doleta.gov,
Reset Password page is displayed.

Your PERM system password is over 90 days old and has expired. To have your account re-activated, complete all
required fields below. Please contact the help desk at plc.help@dol.gov if you are having problems with your password

or secret question and answer.

Reset Password

Usernama:

Old Password:

New Password:

Confirm New Password:

Secret Question:

Secret Answer:

to16demo

What make was your first car ?

+

Password must consist of:

= Between £ to 15 characters
= One uppercase lsttar

= One lowercase letter

= One number

= One special character

- Cannot ba the same as previous 12 passwords

Update || Cancel
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Figure 3. Reset Password Page
2. Enter “Old Password”
3. Enter “New Password” adhering to the password rules
4. Re-enter new password in “Confirm Password” field
5. Enter the “Secret Answer” that was set at first time login

6. Select Update button to change password
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